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1 Gazelle Proxy - Overview

1.1 Project Overview

The proxy is used to capture TCP/IP packets exchanged by test participants. The packed flow is
analyzed and stored in a database for further analysis by protocol specific analysers.

The packet analyser availables are :

m HTTP
H DICOM
B HL7V2
B Syslog
B Raw

Each message is saved with the network details, including an id of the socket (named channel id) used
for that message as a socket can transport many messages (HTTP, DICOM).

The proxy is set up on ovhl.ihe-europe.net, and accessed with the web interface. ovhl.ihe-
europe.net has a limited range of port numbers available from the Internet. Ports from 10200 to
11000 must be used for channel creation.

1.2 Usage

The web interface allows to create channels. A channel opens a port on the server hosting the proxy and
redirecting all traffic to a configured server on a specific port.

Data stream is not modified, but analyzed using the chosen packet analyser.
1.3 Channel List

This page displays the list of current running channels. A channel can be deleted if password is known.
1.4 New channel

It allows to create a new channel if password is known. All fields are required.
1.5 Messages list

A grid displays all messages matching provided filter. Reset button sets all fields to default value.

Each row allows to display message details if id is clicked. Network details can also be clicked to define
filter values.

For HTTP(S) messages, matching request/response is displayed in parenthesis.

Filter panel is collapsable, to provide more space for grid.
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1.6 TLS channels

The proxy allows to capture HTTP messages sent over a TLS channel. However, as we are not yet
able to decode encrypted frames (like in a man in the middle attack), the proxy acts as a TLS server
and a TLS client. Decoding of the frame is planned for a future release.

If the proxy has to be used transparently, clients and servers should not check for the mapping between
the ip and the certificate (server : DN = TCP qualified name, client : validation of certificate based on IP).

When a TLS channel is created, a PKCS12 (.p12) file MUST be provided for the TLS server socket. The
p12 should contain a private key and certificates. The .p12 MUST be protected by a password, provided
in the matching form input.

The server p12 should mimic the real server certificates, as clients could validate the TLS channel
against a truststore.

Also, the proxy supports TLS authentication. When a client connects to the proxy, it first connects to the
real server without using any certificate. When the TLS channel is open, data from client is forwarded to
the server. The server then can ask a renegotiation to the proxy for authentication. The key used is then
the p12 provided for client.

At the moment, if the proxy failed to authenticate on server, the source connection is closed without the
source error transmitted.

1 — TLS handshake

2 — HTTP request
Browser 3 — TLS renegociation

- Server
4 — TLS handshake

\/A 5 — HTTP response

Standard HTTPS query

A
\i

i

1 —TCP connection _ 2-TLS handshake
3 - TLS handshake |
4 — HTTP request 5 - HTTP request

Browser

\J

Proxy 6 —TLS renegociation §i Server
7 —TLS handshake

\/ 5 - HTTP response  8—HTTP response

Proxied HTTPS query

A

1.6.1 Gazelle integration
The proxy is integrated with Gazelle using web standards.

It publishes a web service allowing Gazelle to send test instance steps and configurations. Also, when a
step is done, Gazelle calls the web service.

The proxy then opens the needed channels and listen on specified ports (provided in the system
configurations). It also records the test instance chronology for further searches.
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In Gazelle, if the test instance has proxy enabled, a link is available on each step. This link opens the
proxy with the Gazelle step technical id as a parameter. The proxy then builds a filter to get messages
matching the step and displays the matching messages.
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2 Proxy - User guide

2.1 Introduction

Gazelle TestManagement tools can be used in conjunction with a proxy for the capture of the messages
exchanged between a test participants.

The proxy is able to capture :

HL7v2 messages
Dicom Transactions
Webservices messages
Syslog messages

The advantages of using the proxy when running a test are the followings :

B the Proxy is a neutral way to capture the exchanged messages.
B the Proxy displays the captured messages in a unified way for all the tests performed, simplifying
the work of the monitors when examining the logs
B the Proxy provides permanent link to the captured messages that can be linked to test instance
steps and avoid the cut and paste of logs in the chat window of the test instance. It then helps
linking the logs to the test and enables all the participants to the test to see the entire set of
messages exchanges between the test participants.
B the Proxy helps verifying the captured messages through a direct link to the EVS Client GUI.
@ Gazelle'Proxy'- Mozilla'Firefox A E X
File Edit View History Bookmarks Tools Help
| Gazelle Proxy x |4 Tr15277 x | - Gazelle Proxy x (2] -
\rj [ @ | gazelle.ihe.net/proxy/messages/hi7.seam?id=9918 v @| }""' Loogre O\i @
Channel list Messages list Help Login

Permanent link : Permanentlink

ID: 9918

Date Received: 4/11/2011
Initiator IP : 131.114.254.185
Initiator Port : 3078

Proxy Port : 10640

Responder IP: 131.114.254.191
Responder Port : 26000

Side :

©

Message length : 799

Download file
V

View inline
Validate using EVSClient

MSH| A~\&| OP_DEDALUS | DEDALUSA1.3.6.1.4.1.21367.2011.2.2.369 | GLINTT |HS | 20110411170209 | | OMPAOOIAOMP_009 | eecd99f7-b8h7-4af6-
bSde-022c02ee463b|P|2.6
PID| | | HWW-0000001AAACAT20114PT | | DOEAJOHN| | 19680306 |M| | |V. BREDE 6AACOSTA VOLPINOAAAAL

PV1| |I|Cardiologyr*4ACATEUR_WARDS&&LAMAACardiology| | ||| ]]]1]]]]]]]110500321AAADEDALUSAVN

ORC|Nw| 1271021400 | 127102140/ | | | | 20110411170040 | [ 07402ASMITHAROBERTAAADF . AMAAAAAAAAAAAAACardiology| | | | | | | 07402ASMITHAROBERT| | Cardiology
TQ1|1]|1ATab&Tablets&9I9FCS|TID|0800~1600~2300] | |20110411170000

RX0|S0010Aamoxicillin+clavulanate 875+125 mgA99SCS|1000| |mgrmilligramA99UCS|TabATabletsA99FCS||Anotes||G|||||||]|]]]|I05.1ARheumatic mitr:
RXR | PO | MOUTH

RXC|B|JO1CRO2*amoxicillin+clavulanate®ATC| 1000 |mgAmilligram®ANS+
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2.1.1 Limitations

B Proxy acts as a network relay between two SUTSs. As a result, system configuration has to be
modified. The TCP connection must be established on the proxy on the system configuration's
proxy port instead of opening a connection to the responder SUT directly.

2.2 How does it work ?
For each system in Gazelle TestManagement tool there is a set of configuration parameters. For each

port that an SUT needs to open, there is a mirror port number on the proxy.

All proxy ports must be opened by a Gazelle admin, each system configuration being mapped to a proxy
port.

The proxy GUI can be access at the following URL : http://gazelle.ihe.net/proxy

2.3 Automated filtering

Proxy and Gazelle know each other, and each test step in Gazelle has a proxy link.

@ T1-15277 - Mozill fox L
Fle Edit View History Bookmarks Tools Help

|- Gazelle Proxy x l #T1-15277 x |52
Gl | % 127.0.0.1:8080/1Mitestingltesttest/ Testinstance seam?id = 152 1 7&cid = 532 - @ (v co Q
Test Mstancs S " i |
Step Trans. Message Type Opt. Sending Actor ¢ Receiving Actor ¢ Comments Lastchanged Lastmoditier  Status *  Validation Status * Validation Status
INIT_GATEVIAY INIT_GATEWAY Mae 2, 2012
NOHE R (OTHER_IHEZTEST Proxy?)  {OTHER_HEZTEST Praxy?) 41zasp  OANdAR % o
s 5. HK F XKv Proxy messages
Description: Tha inftisting and Responding GWs ahouk! be preparsd to capliure copks of the messages sentTeceived in Tis 1esl. Copy Tem nlo the chat window. 4 o x
e Aulhenticss INT_GATEViAY RESP_GATEVIY Me2,202
Ll R | (OTHER_IHEZTEST_Proxy?)  {OTHER_HE MGR_PROXY_1) 41230 | OONd0B " >
P = S & 2 v ey messages
*
Description: Begin TLS communication. %
(LIS INT_GATEVAAY RESP_ GATEV/AY Mar 2, 2012
o XCPDGusty R ohes HESTEST Proxy2)  {OTHERUHE MGR_PROXY._1} 4123apm  Dandes ;
2 2 ‘,\\ K & K Praxy messages

Description; Quary e the famaie patint Xcpd*Pal (i whoae Pat 1D & NAB420), Th parameters the Iniating GW uaos for the query depend on whether the Init GW 5aaumes @ sharsd 5
Merntier, See the Description secton above. ’

NONE ] INIT GATLVIAY INIT GATLWAY Mar 2, 2012 o,
(OTHER_IHE2TEST Proxy2)  {OTHER JHEZTEST Praxy2) 412040p  SNOHE < W@
4 3} K v 4
Description: Capture querylrespanse m the chal windaw. "%
3 INIT_GATEVIAY RESP_GATEWAY Mar 2, 2012
. o XCPDQusy R (OTHER IHEZTEST Proxy2)  (OTHER HIE_MGR PROXY.1) gi2gepp  Sandas @ ) 5
% 0 R v = ARV

<%

This link displays the list of the messages matching the test step configuration. It also filters the
messages by time, showing only messages sent after the last test step marked as verified (or test
instance started) and this test step marked as to be verified.
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@ Gazelle Proxy/~Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

[ Gazelle Proxy x | 715277 x |+ Gazelle Proxy x [E3]

127.0.0.1:8080/proxy/searchMessageStep.seam?id=39312 @) [y G

Channel list Messages list Help

Search criteria

(M Fitter message origin
[V Filter message destination
(M Fitter message dates
(
(
from 127.0.0.1
ND

proxy port 20106

from 127.0.0.1
AND

proxy port 20107

from 127.0.0.1
ND
proxy port 20110
Fiter: )
0
from 127.0.0.1
ND

proxy port 20109

from 127.0.0.1
AND
proxy port 20108
)
AND
date > 2012-03-02 17:13:19.692
D

date < 2012-03-02 17:13:27.73

From & To s
Id s Date & Proxy # Connection Id & Type Info
312112 5:13:23 PM 20107 text/htmi
(. 312112 5:13:23 PM text/html

|u: |‘<J

3/2/12 5:13:22 PM

© 066

B g e
& |19 |18 | I

3212 5:13:23 PM

2.4 Finding captured messages manually

By accessing proxy directly using http://gazelle.ihe.net/proxy, messages can be filtered on different
criterias. By clicking a value in the table, it either opens the message details for id column, or set the filter
for other columns.

The messages list displays only one type of message, if HTTP is selected, HL7v2 messages are not
shown.

Each captured message has a permanent link that can be used in Gazelle. The best way to use it is to
add this link to a test step instance. The monitor will be then able to validate the message using
EVSClient.

25 WebService API

B startAllChannels : It takes "List<Configuration> configurations" in argument. It start a new channel
in proxy for each configuration set.

B startTestinstance : It takes "TestInstance testinstance" in argument. It start a new channel in
proxy for a test instance.
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B markTestStep : It takes "int testStepld" in argument. It set the date of a test step with the current.
B getMinProxyPort : It return the min_proxy_port define in proxy configuration.
B getMaxProxyPort : It return the max_proxy_port define in proxy configuration.
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